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Research on Adversarial Robustness Enhancement Based on Adaptive
Feature Refinement

SONG Xiaoxue', LIU Wanping', HUANG Dong’

(1. College of Computer Science and Engineering, Chongging University of Technology, Chongging 400054, China;
2. Key Laboratory of Advanced Manufacturing Technology of the Ministry of Education , Guizhou University, Guiyang 550025, China)

Abstract: The existing methods to enhance the robustness of the confrontation mainly improve the performance by suppressing the non robust
features that lead to model prediction errors, and often ignore the potential of cooperative utilization of robust features and non robust features.
For this reason, a defense method against samples based on adaptive feature optimization is proposed, and the adaptive collaborative optimiza-
tion of robust and non robust features is realized through joint processing mechanism. This method includes three core stages: feature separa-
tion, adaptive feature optimization and feature fusion. In the feature separation stage, the separation network combined with random attention
mechanism is used to accurately separate the input feature map into robust and non robust features; In the adaptive feature optimization
phase, the advanced features are screened from the robust features, and the non robust features are recalibrated to tap their potential value; In
the feature fusion stage, the recalibrated non robust features are fused with the selected robust features to finally generate an efficient feature
map. The experimental results show that on the SVHN dataset, the robustness of the proposed method against the FGSM, PGD-20, PGD-100
and C&W four counter attacks is improved by 11.39%, 13.24%, 11.79% and 2.6% respectively, and the integrated robustness is improved by
4.14%, effectively improving the robustness of the existing counter training methods.
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Fig. 3 Process of feature separation stage
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Table 1 Experimental parameter settings
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Table 2 Robustness on ResNet—18

Ensemble =

%2 7EResNet-18 FRISE M (%)
o PGD- PGD-

HIEE Resnet—18 Natural FGSM 0 C&W Ensemble

AT 85.02 56.21 48.22 46.37 47.38 4551

CIFAR-10
AT+FSSR(OURS) 84.23 57.80 51.51 49.91 49.60 47.79
AT 91.21 55.55 40.85 37.54 40.61 3741
SVHN

AT+FSSR(OURS) 91.20 66.94 54.09 49.33 4321 41.55
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Table 3 Robustness on VGG16

£3 EVGGI6 LHSHEHY (%)
B PGD- PGD-
B VGG16 Natural FGSM 100 C&W Ensemble
AT 80.56 53.47 47.17 45.58 45.82 43.71
CIFAR-10
AT+FSSR(OURS) 80.53 54.38 48.70 47.42 45.84 44.36
AT 89.59 54.88 40.27 36.90 39.46 36.62
SVHN

AT+FSSR(OURS) 91.74 6246 44.13 37.62 4135 37.14

Table 4 Robustness on WideResNet34

%4 7 WideResNet34 FH @t (%)
" PGD- PGD-
BIRgE WideResNet34 Natural FGSM C&W Ensemble
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AT 87.49 59.47 50.72 48.75 50.42 48.52
CIFAR-10
AT+FSSR(OURS) 87.55 61.07 52.37 50.48 51.39 49.65
AT 92.05 61.24 46.93 43.50 45.57 43.06
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AT+FSSR(OURS) 92.23 66.27 49.29 43.37 4723 42.63
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Table 5 Comparison of robustness of different methods
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Resnet—-18  Natural FGSM  PGD-20 PGD-100 C&W Ensemble
AT 91.21 55.55 40.85 37.54  40.61 37.41
CAS 94.08 65.24 48.47 4375  46.15 -
CIFS 93.94 66.24 52.02 4749  50.13 -
FSR 91.28 60.46 43.94 39.01 43.22 38.81
FSSR 91.20 66.94 54.09 4933 4321 41.55
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Fig. 5 Comparison of robustness of different defense methods under

various attacks
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Table 6 Model robustness after replacing the final feature map with
different feature maps

F6 ERAREHEESRREFMTEGRENEREE (%)

Resnet—18 Ensemble
fr 4478
a 39.77
Yad 45.26
a 46.49
FSSR(OURS) 4779

(2)FHIEZEBE B BEVEAS o S B0 F FSSR 7 i Hh AR 1IE %
FEBY B A S SE I TEAS T B R R AE k£ 1 TR IR 25
FRFAE AR TR TN p . BT SR BB
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Table 7 Comparison of model robustness after removing separation,

selection, recalibration, or fusion, respectively

RT DHABBRLE EF ERESIMEFREESHMELE (%)

izl FGSM PGD-20  PGD-100  C&W Ensemble
AT 56.21 48.22 46.37 47.38 4551
+FSSR 57.80 51.51 4991 49.60 47.79
wlo Sep 57.15 50.85 49.40 49.43 47.10
wlo Fu 56.78 50.82 4971 48.92 47.10
wlo Sel 55.43 48.58 47.13 48.88 46.80
wlo Rec 56.74 50.39 49.09 48.82 47.23
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Table 8 Robustness under different learning rates and batch sizes

®8 ARFIXGSHEXRNTHEEM (%)

)R R/ FGSM O PGD-20 PGD-100  C&W  Ensemble
0.1 128 57.80 51.51 4991 49.60 47.79
0.01 128 53.95 46.07 4451 45.21 4336
0.001 128 51.09 44.49 42.77 42.81 41.12
0.1 64 57.22 50.77 49.27 49.07 47.42
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